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POLICY AND PROCEDURE 20 

 
SOCIAL MEDIA POLICY 
 
Policy Statement 
This document covers the use of social media by staff and students of Oaklands College, and how 
social media will be used in relation to the College’s business and teaching operations. 
The growth in social media, particularly social networking sites, has created increased opportunity for 
media communications that have an impact upon the College. 
Staff, parents/carers and students are actively encouraged to find creative ways to use social media. 
However, there are some risks associated with social media use, especially around the issues of 
safeguarding, bullying and reputation. This policy aims to encourage the safe use of social media by 
the College, its staff, parents, carers and students. 
 
1. Policy Overview 
1.1 This document covers the use of social media by staff and students of Oaklands College, and how 

social media will be used in relation to the College’s business and teaching operations.  The growth 
in social media, particularly social networking sites, has created increased opportunity for media 
communications that have an impact upon the College. 
 

1.2 This policy: 
• Applies to all staff and to all online communications which directly or indirectly, represent 

the College.  

• Applies to such online communications posted at any time and from anywhere. 

• Encourages the safe and responsible use of social media through training and education. 

• Defines the monitoring of public social media activity pertaining to the College. 

The College respects privacy and understands that staff and students may use social media 
forums in their private lives. However, personal communications likely to have a negative 
impact on professional standards and/or the College’s reputation are within the scope of this 
policy. 
Professional communications are those made through the Oaklands College official channels, 
posted on a college account. All professional communications are within the scope of this policy. 
Personal communications which do not refer to or impact upon the College are outside the 
scope of this policy. 

 
1.3 The term 'social media' is a broad term for any kind of online platform which enables people 

to directly interact with each other.  The term is used here to describe dynamic and socially-
interactive, networked information and communication technologies via social networking 
sites such as Facebook, Twitter, Instagram and LinkedIn. Some video games and video sharing 
platforms such as Youtube also have social media elements to them. 
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POLICY AND PROCEDURE 20 
1.4 While the College has clear guidelines and policies regarding other aspects of its operation, e.g. 

human resources, IT and corporate identity, these do not explicitly cover the usage of social 
media. 

 
1.5 The purpose of these social media guidelines are as follows: 
 

• to encourage good practice. 

• to protect the College, its staff and students academic uses – the College recognises that 
social media has the potential to support/advance learning opportunities and encourages 
its use in this way; social media should not, however, be used where existing supported 
learning technologies offer equivalent functionality.  

• collaborative uses – the College supports both internal (e.g. inter-department) and 
external (e.g. inter-College) collaboration and recognises that social media may provide 
opportunities for people and organisations to work together. 

• communications and external relations uses – the College recognises the opportunity to 
communicate with prospective and existing customers through social media as part of an 
integrated marketing strategy. 

• prospective and current students' uses - these users, along with others who have an 
interest in the College, are active in social media, e.g. setting up Facebook groups and 
blogging. Communications and External Relations will monitor these sites to get further 
insight into the needs of its customers. Possible responses to any contentious issues 
identified in unofficial social media sites should be referred to the Marketing department.  

• staff and ex-students’ uses – the College recognises the opportunity to communicate with 
ex-students and staff through social media to develop an on-going relationship with them. 
These uses are the responsibility of the Marketing department. 

• to clarify where and how existing policies and guidelines apply to social media.  

• to promote effective and innovative use of social media as part of the College’s activities. 

 
1.6 The College will not refer to social networking sites when assessing student applications and job 

applications unless such sites are specifically highlighted in the application. The College will 
assess all applications only on the information provided.  

 
1.7 The College may refer to social networking sites when investigating breaches of discipline, e.g. 

cheating, harassment, anti-social behavior. The College may monitor forums and blogs to gain 
indirect feedback on College services and facilities. The College may post replies on forums or 
blogs to answer queries or address factual corrections, but would generally take a cautious 
approach before getting involved in contentious issues.  

 
1.8 The College reserves the right to take any necessary steps to protect its facilities, staff and 

students from malware (malicious software) including blocking sites where this is an issue if 
social media is an identified vector. 
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POLICY AND PROCEDURE 20 
2. Organisational Control 
2.1 College accounts are monitored regularly and frequently (including during weekends/holidays). 

Any comments, queries or complaints made through those accounts are responded to within 
24 hours (or on the next working day if received at a weekend) even if the response is only to 
acknowledge receipt. Regular monitoring and intervention is essential in case a situation arises 
where inappropriate behaviour takes place. 

 
2.2 Behaviour 

• The College requires that all users using social media adhere to the standard of behaviour as 
set out in this policy and other relevant policies.  

• Digital communications by staff must be professional and respectful at all times and in 
accordance with this policy. Staff will not use social media to infringe on the rights and privacy 
of others or make ill-considered comments or judgments about staff. College social media 
accounts must not be used for personal gain. Staff must ensure that confidentiality is 
maintained on social media even after they leave the employment of the College. 

• If a journalist makes contact about posts made using social media staff must refer contact to 
PR and Comms who will liase with SLT. 

• Unacceptable conduct, (e.g. defamatory, discriminatory, offensive, harassing content or a 
breach of data protection, confidentiality, copyright) will be considered extremely seriously 
by the College and will be reported as soon as possible to a relevant senior member of staff, 
and escalated where appropriate. 

• The College will take appropriate action in the event of breaches of the social media policy. 
Where conduct is found to be unacceptable, the College will deal with the matter internally. 
Where conduct is considered illegal, the College will report the matter to the police and other 
relevant external agencies, and may take action according to the disciplinary policy. 

 
2.3 Legal considerations 

• Users of social media should consider the copyright of the content they are sharing and, where 

necessary, should seek permission from the copyright holder before sharing. 

• Users must ensure that their use of social media does not infringe upon relevant data 

protection laws, or breach confidentiality. 

2.4 Handling abuse 
• When acting on behalf of the College, handle offensive comments swiftly and with sensitivity. 

• If a conversation turns and becomes offensive or unacceptable, users should block, report or 

delete other users or their comments/posts. 

2.5 Tone 
• The tone of content published on social media should be appropriate to the audience, whilst 

retaining appropriate levels of professional standards.  
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POLICY AND PROCEDURE 20 
2.6 Use of images 

College use of images can be assumed to be acceptable, providing the following guidelines are 
strictly adhered to.  

• Permission to use any photos or video recordings should be sought in line with the College’s 
digital and video images policy. If anyone, for any reason, asks not to be filmed or 

photographed then their wishes should be respected.  

• Under no circumstances should College share or upload student pictures online other than via 
College owned social media accounts 

• Staff should exercise their professional judgement about whether an image is appropriate to 
share on College social media accounts. Students should be appropriately dressed, not be 

subject to ridicule and must not be on any College list of children whose images must not be 
published.  

• If a member of staff inadvertently takes a compromising picture which could be misconstrued 
or misused, they must delete it immediately. 

2.7 Personal use 
Staff 

• Personal communications are those made via a personal social media accounts. In all cases, 

where a personal account is used which associates itself with the College or impacts on the 
College, it must be made clear that the member of staff is not communicating on behalf of the 

College with an appropriate disclaimer. Such personal communications are within the scope 
of this policy.  

• Personal communications which do not refer to or impact upon the College are outside the 
scope of this policy. 

Students 
• The College’s education programme should enable the students to be safe and responsible 

users of social media. 

• Students are encouraged to comment or post appropriately about the College. Any offensive 
or inappropriate comments will be resolved by the use of the College’s behaviour policy. 

• Facebook will be blocked from all classroom desktop PCs, laptops and student access during 
the normal teaching day (9:00am to 5:30am.) Instagram and Snapchat are blocked all day. 

Twitter is accessible in college. The College provides “social-use” computers in areas for 
students where Facebook is allowed at any time, without disadvantaging other students by 

tying up limited computing resources. For Residential students (who have their own wireless 
in student’s accomodation, Facebook is accessible all day but Snapchat and Instagram only 

between 5:00pm-6:00 a.m. 
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POLICY AND PROCEDURE 20 
• Any queries about the access to social media by students within the college should be directed 

to the ServiceDesk, where it may be referred to Marketing or SLT (Senior Leadership Team) if 

the query references a change of policy. 

Parents/Carers 
• The College has an active parent/carer education programme which supports the safe and 

positive use of social media. This includes information on the website. 

• Parents/Carers are encouraged to comment or post appropriately about the College. In the 
event of any offensive or inappropriate comments being made, the College will ask the 

parent/carer to remove the post and invite them to discuss the issues in person. If necessary, 
refer parents to the College’s complaints procedures. 

3.  Policy Statment 
The following directives apply to all staff, students, contractors and affiliates of Oaklands College 
unless explicitly specified otherwise. 
 
3.1 In particular any official College social networking site/group must be approved by the College’s 

Marketing department. All sites must have a designated administrator who is responsible for 
the content of the site. The College’s Marketing department will manage the central  list of 
social media administrators and log in/password details. The marketing team also run regular 
social media training sessions for teams on request. 

 
3.2 It is the responsibility of all staff and students to familiarise themselves with the College’s “IT 

Acceptable Use Policy” and “Social Media Policy” and abide by them at all times. Any queries 
should be directed to the College’s ServiceDesk for processing and response.  

 
3.3 This policy applies to all multi-media, social network websites, blogs and wikis for both 

professional and personal use of all staff and students while employed or enrolled at the college. 
 
3.4 Internet postings should not disclose any information that is confidential or proprietary to the 

College or to any third party that has disclosed information to the College. 
 
3.5 Internet postings should not include company logos or trademarks unless permission is asked 

for and granted by the College’s Marketing department. 
 
3.6 Internet postings must respect copyright, privacy, fair use, financial disclosure, and other 

applicable laws. 
 
3.7 Employees (including contractors and affiliates) should neither claim nor imply that they are 

speaking on the College's behalf unless explicitly mandated by the College’s Marketing 
department. 

 
3.8 College blogs, Facebook pages, Twitter accounts, etc. bearing the College name, and/or livery 

require approval by the Marketing department before they are activated. Any content placed 
upon these social media streams must be tagged/shared where possible with the Marketing 
department when posted. The marketing team monitor the College’s Social Media Platforms 
daily.  
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POLICY AND PROCEDURE 20 
 
3.9 If staff take photographs in the lesson for educational or promotional purposes they must firstly 

ensure media consent has been obtained (via student welcome pack) and secondly once 
uploaded (if have department social platform) or sent to the marketing department they must 
then delete immediately 

 
3.10 - Oaklands College reserves the right to request the certain subjects are avoided, withdraw 

certain posts, and remove inappropriate comments from social (media) network sites, bearing 
the College’s name and/or operations. 

 
3.11 The use of social (media) networks by staff, students, contractors or affiliates should ensure 

that the Safeguarding of students is maintained. Any posts that alarm, offend or raise concern 
about a student’s wellbeing or safety should be referred to the College Secretary using the 
College’s Safeguarding procedures immediately.  

 
3.12 You must not access, display, store, distribute, use or create using the Oaklands College 

computing facilities and networks by use of internal processing facilities or external cloud based 
processing facilities such as social media networks or cloud services: 
• offensive, obscene or indecent material 

• viruses or material designed to create viruses 

• hacking tools 

• material which is: 

o designed to bully, threaten, harass, annoy, inconvenience or cause anxiety to others 
o of a politically extreme or racist nature 
o contravenes the College’s Equality Agenda 
o defamatory 
o designed to defraud 
o otherwise illegal 
o which might bring the College into disrepute 
o this includes material created outside the College - for example a Facebook page 

abusing a teacher or student. 
You should remember that content you find amusing might constitute harassment or offence to 
another recipient or observer on the grounds of sex, race, disability, religion, belief, sexual orientation, 
age or taste. 
 
4.  Consequences 
 
4.1 If you break the conditions of this Policy you will be liable for disciplinary action under the 

College’s: 
 

• Disciplinary, Capability and Grievance Policy (for staff) 
• Student Behaviour Policy (for students) 

 
A serious breach of the Policy may be treated as Gross Misconduct. 
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POLICY AND PROCEDURE 20 
5.   Appendix/ Social Media Best Practise 

5.1  Managing your personal use of Social Media: 

• “Nothing” on social media is truly private 

• Social media can blur the lines between your professional, college and private life. Don’t use 
the College’s logo and/or branding on personal accounts 

• Check your settings regularly and test your privacy 

• Keep an eye on your digital footprint 

• Keep your personal information private 

• Regularly review your connections – keep them to those you want to be connected to 

• When posting online consider; Scale, Audience and Permanency of what you post 

• If you want to share you view, do it politely 

• Know how to report a problem 

5.2 Managing College social media accounts 
The Do’s 

• Check with a member of the SLT before publishing content that may have controversial 
implications for the College 

• Use a disclaimer when expressing personal views 

• Make it clear who is posting content 

• Use an appropriate and professional tone 

• Be respectful to all parties 

• Ensure you have permission to ‘share’ other peoples’ materials and acknowledge the author 

• Express opinions but do so in a balanced and measured manner 

• Think before responding to comments and, when in doubt, get a second opinion 

• Seek advice and report any mistakes using the College’s reporting process 

The Don’ts 
• Don’t make comments, post content or link to materials that will bring the College into 

disrepute 

• Don’t publish confidential or commercially sensitive material 

• Don’t breach copyright, data protection or other relevant legislation 

• Consider the appropriateness of content for any audience of College accounts, and don’t link 
to, embed or add potentially inappropriate content 

• Don’t post derogatory, defamatory, offensive, harassing or discriminatory content 

• Don’t use social media to air internal grievances 
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